PROGRAM STAFF CODE OF CONDUCT - VIRTUAL PROGRAMS

This Code of Conduct governs program directors, employees, volunteers, and agents including faculty,
staff, and students (“Staff”) for virtual Programs (“Program”) sponsored by Ohio University (the
“University”). This document must be signed and collected by the “Program Director” (University
employee in charge of and responsible for the Program) prior to the Program beginning. The undersigned
Staff member agrees as follows:

General Rules and Req IS necessary, then a
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iversity Policy 03.004: Sexual Misconduct, Relationship Violence,
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misconduct to the Office of Equity and Civil Rights Compliance.

3. All Staff are required to complete the EduRisk trainings prior to the first day of the Program and to
provide certificates to the Program Director who will use and track on the Staff/\Volunteer Tracking
Form.

4. Staff who have access to confidential information of a Participant may use it only for Program
administration and have an obligation not to disclose that information to others outside the Program
unless necessary for health, safety, or legal necessity.

5. If applicable to the Staff member’s responsibilities to the Program to review registration information
of Participants, Staff must
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use, posses, discuss, or be under the influence of alcohol or illegal drugs;

use, possess, or discuss smoking or tobacco products in the presence of the Participants;

possess any type of weapon or explosive device;

use University computers to access pornographic sites, send e-mails with sexual overtones or

otherwise inappropriate messages, or develop online relationships with Participants;

e. use profanity, tell inappropriate jokes, or share intimate details of one’s personal life in the presence
of Participants;

f. use a platform to harm minors in any way;
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g. date Program Participants who are under the age of 18; and
h. initiate contact with or accept supervisory responsibility for Participants outside approved
University activities. Staff may not be alone with Participants they meet in University Programs
outside the University. This includes babysitting, sleepovers, driving or riding in cars, and inviting
children to their homes.
Technology:

1. Staff will follow all directions from University OIT regarding the use of an online platform (“Platform”)
for the delivery of the Program. Staff may not use third-party software or apps for the Program unless
the University already has an agreement in place and OIT has approved. Staff will not allow any third-
party provider to collect any information about the Participants.

2. Staff must actively monitor all conversations both verbally and if a chat feature is used in a Platform in
posts to ensure that a Participant does not “stalk”, bully, humiliate, degrade, threaten, shame, or
otherwise harass another. Staff will immediately delete any noncompliant posts and handle
discipline of the Participant as appropriate.

3. In connection with your use of the Platform and ability to provide or upload creative suggestions,
ideas, notes, concepts, information, content, audio recordings, videos, photographs, graphics,
artwork or other copyrighted works and materials (“User Content”), you agree that you will not,
nor permit anyone else to, indirectly or directly:

a. record, print screen, photograph, or capture the image, audio or likeness of any Participants
(“Record™). The Agreement and Release of Liability Form allows Staff to Record for the
limited use of participation in the Program. It is recommended that the Participants and the
chat feature are not part of any recording. If it is necessary to Record parts of the Program that
includes Participants, then Staff must adhere to and respect the responses given to the Photo
and Film Waiver of each Participant which allows expanded permissions including for
promotional purposes. Staff must be careful not to share anything including on social media
without a Photo and Film Waiver that permits it on a Participant by Participant basis;

b. upload, post, email, transmit or otherwise make available any User Content that you do not
have a right to make available under any law or under contractual or fiduciary relationships
(such as proprietary or confidential information learned or disclosed as part of employment
relationships or under nondisclosure agreements);

c. submit information that includes non-public personal or identifying information (including
personal data) about another person without that person’s explicit consent, where that person
is specifically aware that University will process their information for the purposes envisaged
by your disclosure;

d. upload, post, email, transmit or otherwise make available any User Content that infringes any
patent, trademark, trade secret, copyright or other proprietary rights of any party;

e. restrict or inhibit any other visitor or member from using the Platform, including, without
limitation, by means of “hacking” or defacing any portion of the Platform;
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access or attempt to access parts of the Platform for which you are not authorized by University,
circumvent or attempt to circumvent any security or password protection on the Platform,
access the Platform by any means other than through the interface that is provided and
authorized by University;

modify any software for the Platform in any manner or form, nor use modified versions of such
software, including (without limitation) for the purpose of obtaining unauthorized access to the
Platform;

use the Platform or information and materials provided on or through the Platform, including
any content, data, text, designs, graphics, images, photographs, illustrations, audio and video
clips, logos, icons and links (“materials™) for any unlawful purpose;

express or imply that any statements you make are endorsed by the University, without our
prior written consent;

impersonate any person or entity, whether actual or fictitious, including any employee or
representative of University;

forge headers or otherwise manipulate identifiers in order to disguise the origin of any User
Content transmitted through the Platform;

transmit (a) any content or information that is unlawful, fraudulent, threatening, abusive,
libelous, defamatory, obscene, pornographic, hateful, vulgar or otherwise objectionable, or
infringes our or any third party’s intellectual property or other rights; (b) any material, non-
public information about companies without the authorization to do so; (c) any trade secret of
any third party; or (d) any advertisements, solicitations, chain letters, pyramid schemes,
investment opportunities or other unsolicited commercial communication (except as otherwise
expressly permitted by us);

use the Platform to harm minors in any way;

engage in spamming or flooding;

transmit any software or other materials that contain any viruses, worms, Trojan horses,
defects, date bombs, time bombs or other items of a destructive nature;

modify, adapt, sublicense, translate, sell, reverse engineer, decompile or disassemble any
portion of the Platform or otherwise attempt to derive any source code or underlying ideas or
algorithms of any part of the Platform;

remove any copyright, trademark



v. take any action that imposes or may impose (in University’s sole discretion) an unreasonable
or disproportionately large load of data, information, or queries on our (or our third-party
providers’) infrastructure;

w. share use of your password or use any passcode or password, regardless of whether or not such
passcode or password is unique, to participate in any offer on the Platform if you are not the
original recipient of such passcode or password,;

X. provide material support or resources (or to conceal or disguise the nature, location, source, or
ownership of material support or resources) to any organization(s) designated by the United
States government as a foreign terrorist organization pursuant to Section 219 of the



